
Basic Guidelines: 
• Only establish and maintain connections with people you know and trust; review your connections often. 

 

• Assume that ANYONE can see any information about your activities, personal life or professional life that 
you post and share. 

 

• Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings 
can expose your personal data. 

 

• Use caution when posting images of you or your family. Be aware of your surroundings, to include 
identifiable locations, military affiliations and any other personal security vulnerabilities. It’s highly 
discouraged to use geo-location tags (geo-tagging). 

 

• Use secure browser settings when possible and monitor your browsing history to ensure that you 
recognize all access points.  

 

Facebook Smart Card 



Take the appropriate steps to ensure that 
your profile information is visible to ONLY 
people of your choosing 

Hover over each data field to edit 
information/select your audience 

Review/edit each category in your profile 

Click the Facebook 
“f” to get to “Profile” 

http://facebook.com/guardsman 
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New feature 
allows user to 
easily change all 
privacy settings 
in a step-by-step 
process 

OR the user can 
manually change 
settings in each 
category 

Manage privacy 
settings here 



Limit use of apps 
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